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Security Declaration

Vulnerability

Huawei's regulations on product vulnerability management are subject to the Vul. Response Process. For
details about this process, visit the following web page:
https://www.huawei.com/en/psirt/vul-response-process

For vulnerability information, enterprise customers can visit the following web page:
https://securitybulletin.huawei.com/enterprise/en/security-advisory
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How Do | Use DAS to Log In to an
Instance Using a Read-Only Account?

System permission policies of Data Admin Service (DAS) do not support read-only
accounts. However, you can create a custom policy on the IAM console and assign
the read-only permission on DAS.

Differences Between IAM Permissions and Database Permissions

As a management plane service, DAS does not allow users to add, delete, or
modify instances. Only adding, deleting, and modifying instance login information
are allowed on the DAS console.

IAM permission control applies to DAS only before you log in to an instance. After
you have logged in to the instance, permissions are assigned by your database
account.

You can use IAM Permissions Management to control whether IAM users can
add, delete, and modify instance logins and whether they can log in to an
instance. After a user logs in to an instance, only the database account controls
whether the user can execute SQL statements.

Procedure

Step 1 Log in to the IAM console using a Huawei ID account.

Step 2 Create a custom permission policy.

1. In the navigation pane, choose Permissions > Policies/Roles and click Create
Custom Policy.

2. Configure parameters.
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Figure 1-1 Configuring a custom permission policy

scope

Table 1-1 Parameter description

Parameter Description Example
Policy Name Customize a name. das-log-database
Policy View Select Visual editor or | Visual editor
JSON.
Policy Content Choose DAS and add das:connections:login

the read-only
permission as required.

Take the
das:connections:login
permission as an
example. A user or user
group with this
permission can only log
in to an instance using
DAS.

3. Click OK. You can then view the created custom permission policy on the
Policies/Roles page.

Figure 1-2 Viewing a Custom permission policy

Policies/Roles &

Gustom policy

Step 3 Create a user group and assign the custom permission policy created in Step 2 to
the user group.

1. In the navigation pane on the left, choose User Groups. Then, click Create
User Group. In the displayed dialog box, specify the user group name and
click OK.

2. Locate the target user group and click Authorize in the Operation column.
On the displayed page, select the custom policy created in Step 2.
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Figure 1-3 Authorization

< | Authorize User Group

3. Click Next, select All resources, click OK, and complete subsequent
operations.

Step 4 Create a user and add it to the user group.

1. In the navigation pane, choose Users and click Create. On the displayed page,
set user basic information.

Figure 1-4 Setting user basic information

o :

rrrrrrrrrr

2. Click Next to add the current user to the user group created in Step 3.

Figure 1-5 Adding a user to a user group

3. Click Create User to create an IAM user. The user has only the permission to
log in to the instance on DAS.

Step 5 Create a read-only account. An RDS for MySQL instance is used in this example.

1. Log in to the RDS console.
2. On the Instances page, locate the target instance and click its name.
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3. In the navigation tree on the left, choose Accounts. On the displayed page,
click Create Account.

Figure 1-6 Creating a read-only account
Create Account X
Username rds_test
Host IP Address

Databaze Database Not Authorized 0/0 Database Authorized 0/0

Name Permission Name Permission

No data available No data available

Password
Confirm Password
If you require fined-grained authorization, log in to the database.

OK (/ Cancel \}

(10 NOTE

You can also log in to the RDS for MySQL instance and run the following commands
to create a read-only account:

CREATE USER 'db_read_only'@'%' IDENTIFIED BY "k,
GRANT SELECT ON ** TO 'db_read_only'@'%';
FLUSH PRIVILEGES;

Step 6 Authorize the read-only permission to the IAM user.
1. Log in to the DAS console using the Huawei ID account.
2. Use the read-only account to add a login.

In the navigation tree on the left, choose Development Tool. On the My DB
Instance Logins tab page, click Add Login.
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Figure 1-7 Adding a login instance

: X
Add Login
# DB Engine MySQL
* Source Database ECS Enter a DB instance name. Q
DB Instance DB Engine Version DB Instance Type Status
(O] - MySQL 5.6 Single © Available
MySQL 5.6 Single © Abnormal
MySQL 5.7 Single © Abnormal
MysQL 8.0 Ha © Available
MysSQL 8.0 Single © Abnormal
Total Records: 7 5 e 1 2 >
# Login Username rds_test
# Password & ( Test Connection \)
Remember Password Your password will be encrypted and stored securely.
Description

Show Executed SQL Statements @

f not enabled, the executed SQL statements cannot be viewed, and you need to input each SQL statement manually

The login username is the read-only account created in Step 5.
3. Share the login information of the read-only account with the IAM user.

Locate the target instance and click the number in the Additional Users
column.

Figure 1-8 Sharing a login with an IAM user

Development Tool @ @ Help Center

My DB Instance Logins

ance Login
AddLoge @D ttacir unentston o ol Operatons

DB Instance & DB Engine Version & Source Database | Login Username | Remember... ~ Description © | Created & Additional Us. Operation

MySaL57.43 RDS o Yes -z Aug 19, 2024 151300 GMIT View (0 Login Modiy Delete  Inteligent O8M

Click Add User. On the displayed page, specify the expiration time, select
Synchronize IAM account for Adding Method, then select the IAM account
created in Step 4 for Users to Select, and click OK.
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Figure 1-9 Adding a user

Add User

Expiration

system is busy

Adding Method Manual input Synchronize I1AM account Synchronize EPS user

Account - -

Users to Select
D UseriD Usemame

u n u =

Selected Users User ID Username

u

automatically cancel the sharing of this database login at 00:00:00 on the expiration date. There may be a delay if the

Enter a user 1D or usemnan

Step 7 Log in to DAS using the IAM account created in Step 4, and verify that it has the

read-only permission.

Figure 1-10 Verifying the read-only permission

Development Tool &

My DB Instance Logins DB Instance Logins Shared by Others @ DB Instance Logins that IAM Users Share with Ofhers

Shared By DBinstance © 0B Engine Version & Source Database Login Userame Remember...  Description &

erdsi. £ Aug12,204202847G

@ Hep Center

After logging in to DAS as the IAM user, choose Development Tool > DB Instance
Logins Shared by Others to view the logins shared by the Huawei account. Only

Log In is displayed in the Operation column.

----End
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How Do | Check and Optimize Tables by
Checking Top SQL?

Example Problem

A user found in the exported logs that it took more than 2s for a SELECT
statement to query information of table test and the lock wait duration was long.

Suggestion
e Add indexes.
e  Optimize tables

Procedure

Step 1 Log in to the Huawei Cloud console.

Step 2 Click % in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner. Choose Databases > Data Admin Service.
Step 4 In the navigation pane, choose Intelligent O&M > Instance List.
Alternatively, on the Overview page, click Go to Intelligent O&M.

Step 5 In the upper right corner of the instance list, filter instances by engine, name, or IP
address. Click Details.
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Figure 2-1 Dashboard

Dashboard ~ Performance  Sessions  SQL

Alarms ) Metric Ala Alarm Rules Health
Critical 1 T Storage bottieneck A 20 Diagnose lgnore GG High VCPU utiization + 03707 Disgnose  Ignore
E Major G Memory bottieneck (EEE Long-running transaction
2
Resources Daily av
VCPU usage Memory usage Storage usage Disk IOPS
. -
4% 30% . 9%
° ° count/s
Key Performance Metrics Last 1 Hour Mor
511 15 oV - byte
ogs 14 s 2 Th 18586.65
Step 6 On the displayed page, click the SQL tab and then TOP SQL.
Figure 2-2 TOP SQL
Dashboard ~ Performance ~ Sessions ~ SQL  Locksand Transactions  Storage Analysis  binlog Daily Reports  Exception Snapshot
Comparison by Dat [ Lactrow JEESETENS Last 12 hours Aug 20,2024 09:41:13 — Aug 20, 2024 10:41:13 & View Detais
10:00 005 101
oo .

Step 7 On the TOP SQL tab page, click View Details to view template information of
SELECT and find the database in which SELECT was executed for longer than 2s.

Figure 2-3 SQL statements

SQL Template(Tops50)

Time Range: Aug 20, 2024 09:43:25 - Aug 20, 2024 10:43:25 Enter a SQL template.
QL Template

Database N saL Type TotalEx.. & = Avg.Ex.. ¢ TowlEx.. & Avg.lo.. § & Avg.Ro.. §

SELECT sleep(?)

SELECT 671 2076.01 1303005 0

0 0 1
SET 671 0 0 0 0 0 0
SeT 670 0 0 0 0 0 0
use 618 0 0 0 0 0 0
use “test_db Use 52 o 0 0 0 0 0

Step 8 Log in to the target instance on the Development Tool page and choose
Database Management. Select the database found in Step 7. Choose Tables in
the navigation pane on the left, locate the table that you want to view, and click
View in the Operation column. View the index length and row count in the table.
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Figure 2-4 Viewing table details

View Table

Basic Information

(]

=l

Column Name

Database
Table Name
Row Count
Data Length
Index Length
Character Set
Collation
Row Format

Created

Value

0(Estimated)

utfiBmb4
utfémb4_general_ci
Dynamic

2024-08-06 12:43:39

=

Step 9 (Example) If there are few indexes, click Alter and add indexes. Return to the

Tables tab and click Query SQL Statements.

--—-End
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Fixing Slow SQL Queries

You can use DAS to monitor databases and identify and fix slow SQL queries to
improve database performance.
Solution

You can use DAS to:

e Viewing and Optimizing Slow SQL Statements of a Single Instance
e Viewing Slow SQL Queries on All Instances

Viewing and Optimizing Slow SQL Statements of a Single Instance

Step 1 Log in to the Huawei Cloud console.

Step 2 Click @ in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner. Choose Databases > Data Admin Service.
Step 4 In the navigation pane, choose Intelligent O&M > Instance List.
Alternatively, on the Overview page, click Go to Intelligent O&M.

Step 5 In the upper right corner of the instance list, filter instances by engine, name, or IP
address. Click Details to go to the Dashboard tab page.
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Figure 3-1 Dashboard

Dashboard ~ Performance  Sessions  SQL  Locksand Transactions  StorageAnalysis  binlog  Daily Reports  Exception Snapshot

o 2024 1025:10 G

Alarms () Metic Alams in Last 5 Minutes Alarm Rules Health
& 1 G Storage bottieneck o 26 2024 10251 Diagn SR Hish vCPU utization 026,224 1025

f Major
0o TG Memory botteneck (I Hioh-trequency siow SaL
Hin
2
I capacty botteneck B Lockvait

nnnnnnn '

Resources Daly average

VCPU usage Memory usage Storage usage Disk lops
- \ -
19
o % o
7% 25% 9% count/s
Used 0.132 c Used 2028 GB
Day Change 85.71% 1 1 2

Used 53160 GB
Change 1.00% * Day Change 0.19

Key Performance Metrics Last 1 Hour

VCPU Utilization & Slow Query Logs

Disk Rea

@ CPUUsage 33

Step 6 Choose SQL > Slow Query Logs.

Select a time range and view trends, details, and statistics of the slow query logs.
You can click Export to export a slow query log to your local PC.

Figure 3-2 Slow Query Logs

Dashboara  Performance  Sessions SQL  Locksand Transactions  Storage Analysis  binlog  Daily Reports
SowQuerylogs  TopSQL  SQLnsights  SQLStatements  SQLDiagnosis  SQL Statement Concurrency Control  Auto Flow Control Log Settings
© Not all siow SOL queries can be logged. For RDS for MySOL_ x
« Any slow querylog that excaeds 10 KE or whose number oflnes exceeds 200 s discardad by defaut

TR oo Lestranous Oct2, 2020 092004~ Ot 24, 2024 102008 (5) | (e Now ) ( Aveve istoy

Slow Queries over Time Performance Top 5 Slow Query Logs

[

} ' \ ” } footiroot] 15 100
O
06 24,202410:0506 306

Oct ¢
24,202410:1406 24,2024 1023:06

Step 7 In the Details area, click Concurrency Control in the Operation column. In the
displayed dialog box, create a concurrency control rule for the current SQL
statement by configuring parameters, including Max. Concurrency to ensure
stability of core services. For details, see SQL Statement Concurrency Control.
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Figure 3-3 Concurrency control

x
Add Rule
SlowQuerylogs ~ TopSQL  SQLinsights  SQL Statements  SQLDiagnosis  SQL Statement Concurrency Control  Auto
saLType SELECT UPDATE DELETE
@ Notallsiow SQL queries can be logged. For RDS for MySQL:
eds 10 KB or whose number of ines exceeds 200 s discarded by defautt Keyword Generation Manually (@) Using SOL statements

om the SQL statement you entered are only suggestion

L | SELECT * FROM ‘testdb t_table’ where id = 10,

Slow Queries over Time

NO. | Executio.. ©  SQLStatement Database ClientIPAdd...  User Executio.

Step 8 In the Details area, click Diagnose in the Operation column to diagnose the
current SQL statement and view index or statement optimization suggestions and

an execution plan. You can paste optimized SQL statement to the database client
or DAS for execution. For details, see SQL Diagnosis.

Figure 3-4 Slow SQL diagnosis

Diagnosis Details
SlowQuerylogs ~ TopSQL  SQLinsights  SQL Statements  SQLDiagnosis  SQL Statemen

Database
testdb
e logged. For RDS for MySQL:
eds 10 KB or whose number of ines exceeds 200 s discarded by defaul Results
Successful

@R v e | oasmamimasiooas s

1. To improve query

Note: Changing table structures

Slow Queries over Time

saL ®
g
seLecT*
FROM ‘testdby t_table’
WHERE =10
Execution Plans
@ selecttype @ | tavie.® | type ® | extra.(® | rows.(® | possivlekeys.® key @ | keylen. () ret @
1 SiPLE ttavle AL Using o787
+

Table Information

A Table name: testdb "t _table

2= ocoms indexes Foreign Keys

Name Type Default Null Index Type Comment

NO. | Executio.. ©  SQLStatement  Database ClientIPAdd... | User

--—-End

Viewing Slow SQL Queries on All Instances

Step 1 Log in to the Huawei Cloud console.

Step 2 Click 7 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner. Choose Databases > Data Admin Service.

Step 4 In the navigation pane, choose Intelligent O&M > Dashboard.
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Select a time range and view the number of slow SQL queries of the top 10 to 30
instances in the current region. You can also view information about the slow SQL
template of an instance.

Figure 3-5 Slow query logs on the dashboard

" X
Slow SQL Analysis
Active Alarms
TOP10 v | | 2024/1024 10:06 — 20241024 1036
mysaL v Last 30 minutes. Last hour Last 3 hours Last 12 hours Last 24 hours 2024102
Execution Count  Avg_ Execution Duraton  Max Execution Durton  Retumed Statement Percentag
Alam Severity Top Instances by Total Number of Alarms
(" Expon
rds-sql- -
Sele ®
a2 rds-8b6
SQLTe..§ | Datab Exccut.. § | AVG.E.. §  MaxE. © | Avg.S Avg.R
6
. SELECTS @ 0 3 s 0 1
fional 0 Total Records: 1 0 v 1
Slow Query Logs
ToP10 v Last 30 minutes. Last hour Last 3 hours Last 12 hours Last 24 hours 2024110724 1006 — 2024110
"ot )
DB Instance Name © <

--—-End
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Lock Analysis

Intelligent O&M provides metadata lock, InnoDB lock wait, recent deadlock, and
full deadlock analysis. This section describes how to perform lock analysis on an
RDS for MySQL instance.

Prerequisites

You have created an RDS for MySQL instance.

Procedure

Step 1 Write test data to a table.

1. Create test database das_test in the destination RDS for MySQL instance. For
details, see Creating a Database.

2. Log in to the RDS for MySQL database through DAS. For details, see Logging
In to a Huawei Cloud DB Instance.

3.  Run the following SQL statement to create the shopping table in the
das_test database:

CREATE TABLE shopping (
aint NOT NULL AUTO_INCREMENT,
bint,
cint,
PRIMARY KEY (a),
UNIQUE KEY u_k (b, ¢)
)
4. Run the following command to write test data to the shopping table:
insert into shopping(b,c) values(7,7),(1,5),(1,9);
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(11 NOTE

After data is written to the table:

Perform Step 2 to analyze and process metadata locks.
Perform Step 3 to analyze InnoDB lock waits.

Perform Step 4 to analyze a recent deadlock.

Perform Step 5 to analyze full deadlocks.

Step 2 Analyze and process metadata locks.
(11 NOTE

1.

Metadata locks are used to ensure consistency between DDL and DML operations.
Executing DDL operations on a table generates metadata write locks. If there is a
metadata lock, all subsequent SELECT, DML, and DDL operations on the table will be
blocked, causing a backlog of connections.

Metadata locks are displayed in real time, so you can quickly locate and terminate
sessions holding metadata locks to restore blocked operations.

This function is unavailable for DML locks. You can view and analyze them on the
InnoDB Locks page.

Up to 1,000 records can be displayed.

Log in to the Huawei Cloud DB instance and execute a SQL statement to
create session 1.

a.

Query data in the shopping table.
select a from shopping;

The following result is displayed:

temporary local cache capabilty. The cached code may be truncated of lost due to the limitation of the browser cache capacity. It s recommended that important code be stored in a local fie.

Start a transaction and update data in the shopping table. Do not submit
the transaction.

BEGIN;
UPDATE shopping SET b = 3WHERE a =7,

Create session 2 and execute the following statement to add an index to the
shopping table:

ALTER TABLE shopping ADD INDEX idx_name(b),

Go to the DAS homepage. In the navigation pane, choose Intelligent O&M >
Instance List.

Locate the target instance, click Details. Click the Locks and Transactions,
Locks, and Metadata Locks tabs in sequence. Metadata locks of the current
instance are displayed.

Issue 01 (2025-09-15)
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Figure 4-2 Metadata locks

DAS

Metadata Locks @)

\\\\\\\\\

nnnnnnnnn

\\\\\\\\\

sossen Wallos  WDLEXC.  Taemew.  easlest  aleribe.  shopping

5. Select the target session and click Kill Session.

Figure 4-3 Selecting the target metadata lock

DAS

6. Refresh the metadata lock list. The query statement has been executed, and
the DDL statement is being executed.

(1] NOTE

If the shopping table contains a small amount of data, the DDL statement will be
executed successfully immediately after the session is killed.

Figure 4-4 Metadata lock list updated after the session is killed

DAS

®  FulDeadiock Analysis @

Step 3 Analyze InnoDB lock waits.

Issue 01 (2025-09-15) Copyright © Huawei Technologies Co., Ltd.
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(11 NOTE

e InnoDB lock waits generated before DML operations are displayed in real time. You can
quickly locate the session waits and any blocks that happened when multiple sessions
update the same piece of data at the same time. You can also terminate the source
session that holds locks to restore blocked operations.

e This function is unavailable for DDL locks. You can view and analyze them on the
Metadata Locks page.

1. Log in to the Huawei Cloud DB instance and execute a SQL statement to
create session 1.

a. Query data in the shopping table.
select a from shopping;
The following result is displayed:

Figure 4-5 Querying data in the test table

Database: | das_test g Execute SQL Plan (F

b. Start a transaction and update data in the shopping table. Do not submit
the transaction.

BEGIN;
UPDATE shopping SET b = 100 WHERE a < 5;

2. Create session 2 and update the statement that has been updated in session
1:

UPDATE shopping SET b = 3WHERE a = 7,

3. Create session 3 and update the statement that has been updated in session
1:
UPDATE shopping SET b = 4 WHERE a = 2,

4. Go to the DAS homepage. In the navigation pane, choose Intelligent O&M >
Instance List.

5. Locate the target instance, click Details. Click the Locks and Transactions,
Locks, and InnoDB Locks tabs in sequence. InnoDB lock waits of the current
instance are displayed.

Issue 01 (2025-09-15) Copyright © Huawei Technologies Co., Ltd. 17
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Figure 4-6 InnoDB lock waits

DAS

Retiesn ) (__ crete Lockanabs ) (
InnoDB Lock Status I

Wit Locks

6. Insession 1, run the following command to submit the transaction:
COMMIT;

7. Check the InnoDB lock wait. No lock wait is displayed on the page.
Step 4 Analyze a recent deadlock.
{0 NOTE

e DAS analyzes the latest deadlock log displayed in the output of SHOW ENGINE
INNODB STATUS. If there are multiple deadlocks, only the latest one is analyzed.

e Enable innodb_deadlock_detect (only for RDS for MySQL 5.7).

1. Log in to the Huawei Cloud DB instance and execute the following SQL
statement to query data in the shopping table.

select a from shopping;,
The following result is displayed:

Figure 4-7 Querying data in the test table

2. Use the SQL Query module to query sessions 1 and 2. Simulate a deadlock.

Table 4-1 Simulating a deadlock

Session 1 Session 2

begin; begin;

insert into shopping(b,c) values(1,8); | -
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Session 1 Session 2

- insert into shopping(b,c) values(1,8);

insert into shopping(b,c) values(1,6); | -

- A deadlock is generated.

3. Go to the DAS homepage. In the navigation pane, choose Intelligent O&M >
Instance List.

4. Locate the target instance, click Details. Click the Locks and Transactions,
Locks, and Deadlock Analysis tabs in sequence. Click Create Lock Analysis,
refresh the page, and check the list.

Figure 4-8 Recent deadlock

MMMMM

Detactaa Lk saws

5. Click View Details in the Operation column to view parsed deadlocks and
original logs.

Figure 4-9 Details of a recent deadlock

DAS

Step 5 Analyze full deadlocks.
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(11 NOTE

8.

e DAS analyzes error logs at regular intervals, parses deadlock information, and performs
comprehensive deadlock analysis.

e Dependency parameters:
- Enable innodb_deadlock_detect (only for RDS for MySQL 5.7).

- Enable innodb_print_all_deadlocks and set log_error_verbosity (only for RDS for
MySQL of versions other than 5.7) to 3.

e Up to 10,000 records can be displayed.

Log in to the console.

Click @ in the upper left corner and select a region and project.

Click — in the upper left corner. Choose Databases > Data Admin Service.
In the navigation pane, choose Intelligent O&M > Instance List.

Locate the target instance, click Details. Click the Locks and Transactions,
Locks, and Full Deadlock Analysis tabs in sequence. Enable Full Deadlock
Analysis.

In the navigation pane, choose Development Tool.
You can also click Go to Development Tool on the overview page.

Select the target database, click Log In in the Operation column, and run the
following SQL statement to query data in the shopping table.

select a from shopping;,
The following result is displayed:

Figure 4-10 Querying data in the test table

Table:

“The code editor provides the temporary local cache capabilty. The cached code may be truncated or ost due o the mitation of the browser cache capacity. It is recommended that important code be stored n a local fle.

shopping

Use the SQL Query module to query sessions 1 and 2. Simulate a deadlock.

Table 4-2 Simulating a deadlock

Session 1 Session 2

begin; begin;

insert into shopping(b,c) values(1,8); | -

- insert into shopping(b,c) values(1,8);

insert into shopping(b,c) values(1,6); | -

Issue 01 (2025-09-15)
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Session 1 Session 2

A deadlock is generated.

9. View the full deadlock analysis list.

Figure 4-11 Full deadlock analysis

DAS

Metrics

Long Trarsacton

nnnnnnnnn

10. Click View Details in the Operation column to view parsed deadlocks and
original logs.

Figure 4-12 Full deadlock details

DAS

--—-End
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Fixing High CPU Usage on DAS

High CPU usage is caused by the following reasons:

e Slow query logs

Slow SQL queries are inefficient because a large amount of data causes high
I/O usage and low QPS. You can view the CPU usage, QPS, and row read rate
on the DAS performance page. To solve the issues, you can kill sessions or
optimize indexes through SQL diagnosis.

e High-concurrent operations
Increased QPS means a DB instance has to process a large number of
concurrent operations, so the CPU usage increases too. On the DAS
performance page, you can view metrics such as QPS, number of active
connections, and CPU usage. To solve the issues, you can use functions such
as SQL statement concurrency control and auto flow control or kill sessions.
After core services are restored, you can evaluate whether the issues were
caused by service anomaly and adjust the services if necessary. You are

advised to upgrade instance specifications if they cannot meet increasing
service demands.

Solution (MySQL as an Example)

After receiving an alarm indicating that CPU usage of a Huawei Cloud DB instance
increases sharply, the SRE will:

Step 1 Log in to the Huawei Cloud console.

Step 2 Click @ in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner. Choose Databases > Data Admin Service.
Step 4 In the navigation pane, choose Intelligent O&M > Instance List.
Alternatively, on the Overview page, click Go to Intelligent O&M.

Step 5 In the upper right corner of the instance list, filter instances by engine, name, or IP
address. Click Details to go to the Dashboard tab page.
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Figure 5-1 Dashboard

| DASMYSQLATIO0.114:

....................

Step 6 Click the Performance tab.

Figure 5-2 Performance monitoring

Curnt et Comactors

Step 7 Check key metrics, such as current active connections, total connections, QPS, slow

query logs, and CPU usage.

Figure 5-3 Current Active Connections

Current Active Connactions (%) ® |+
Count Max M
200 2
200 A
202412724 09:30:00 GMT+08:00
Current Active Connections: 59 Count
h{ 08:40 08:50 09:00 09:10 09:20 )9:30
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Figure 5-4 Total Connections

Total Connections (3 o+
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Figure 5-5 QPS
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Figure 5-6 Slow Query Logs

Slow Query Logs (3
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Step 8 Verify the CPU usage increases sharply due to a sudden surge of slow query logs
and high-concurrent connections.

Step 9 Click the SQL tab and then Slow Query Logs to view details.

Figure 5-8 Slow Query Logs

eeeeeeeeeeeeeeee

Top SowueryLogs

A large number of same slow query logs are sent in a short period of time.
Executing a single SQL statement takes about 1 minute. The SRE and service
department decide to restrict this type of SQL statement and restore other core
services of the database.

Step 10 Click the SQL Statement Concurrency Control tab and enable Concurrency
Control.

Step 11 Create a SQL concurrency control rule, select SELECT for SQL Type and Using SQL
statements for Keyword Generation, enter the original SQL statement, click
Generate Keyword, set Max. Concurrency to 1, and kill the existing sessions that
meet the rule.

Figure 5-9 SQL type
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Figure 5-10 Selecting a SQL statement concurrency control rule

The SQL statement concurrency control rule has taken effect and the SQL
statements that match the rule are intercepted.

Step 12 Click the Performance tab and check the database performance metrics. The CPU

usage starts to decrease and the service department reports that core services
have recovered.

Figure 5-11 Performance metrics

After the SQL statement concurrency control takes effect, no same slow query is
logged.
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Figure 5-12 Slow queries over time
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Fixing Insufficient Storage on DAS

DAS intelligent O&M gives insights into space overview, disk space distribution,
intelligent table diagnosis, disk space change trend, and top database tables.

This section describes how to fix insufficient storage of an RDS for MySQL
instance.

Prerequisites

You have created an RDS for MySQL instance.

Procedure

Step 1 Go to the capacity analysis page.

1. Log in to the Huawei Cloud console.

2. Click @ in the upper left corner and select a region and project.

3. Click — in the upper left corner. Choose Databases > Data Admin Service.
In the navigation pane, choose Intelligent O&M > Instance List.
Alternatively, on the Overview page, click Go to Intelligent O&M.

5. In the upper right corner of the instance list, filter instances by engine, name,
or IP address. Click Details to go to the Dashboard tab page.

Figure 6-1 Dashboard

< | rds-sql- 1(192.168.0.84z... Swich nsiance

Dashboard  Performance  Sessons  SQL  LocksandTransaclions  SlorageAnalysis  binlog  Daily Reports
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6. Click the Storage Analysis tab.
Step 2 Analyze the overall disk space.

1. In the Used Storage area, view disk space distribution and usage.

Figure 6-2 Disk space distribution

Used Storage

@ Data 4771 GB | 85.05%
0.007 GB | 0.13%

0gs 0073 GB|1.31%

Relay logs 0GB | 0%
@ Auditlogs 0GB | 0%
@ Temporary space 0.195 GB | 3.48%

the 0.563 GB | 10.03%

2. Analyze which module is taking up your disk space and check the used space
changes of that module.

Figure 6-3 Used disk space

Used Storage over Time Last day Last 3 days. Last 7 days Dec 01, 2024 16:52:51 — Dec 24, 2024 16:52 623]

GB

5

4

Dec 02, 2024 11:22:03
Data 4585

Dec
05, 2024 00:00

Dec
21, 2024 00:00

® Data

3. After locating the anomaly on a day, check operations on the instance on that
day and determine whether to release the space.

Step 3 Analyze data usage on the disk.

1. The top databases and tables help customers locate abnormal increase in
data size.

2. Check the top databases or tables to find an unexpected data size.

Figure 6-4 Top databases

832497

3. The space usage is abnormal.
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Delete invalid data from database tables.

If invalid data cannot be identified, click View Chart to view the space
usage changes and locate the time when the exception occurred.

Figure 6-5 Data trend
N o

¢ Database (czh_test) Data

........

¢. Obtain audit logs and SQL Explorer information of the instance at the
time when the exception occurred. Delete the data which grew sharply
due to abnormal changes.

4. To clear up space, you can optimize tables with a high fragmentation rate
during off-peak hours.

Step 4 Scale up the storage.

1. Check the Overview area. If the remaining usage is less than 10% or the
available space is less than 10 GB, you are advised to click Scale.

Figure 6-6 Overview

Overview Autoscaling () Scale

9% 54.39/60 0.01 5439

\ Available/Total(GB) Avg. daily increase in last week(GB) Available days of storage

Storage usage

2. You can also toggle on Autoscaling. The instance storage will be
automatically scaled up under certain conditions to ensure availability.

Figure 6-7 Autoscaling

If available storage drops to or below 10%% |
or 10 GB, your storage will autoscale by 20%

(in increments of 10 GB) of your allocated
storage. If your account balance is

insufficient, autoscaling will fail.

Autoscaling (?) Scale

Step 5 Configure an anomaly detection alarm.
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After configuring a threshold, you can identify unexpected space usage increase
on the Tablespaces page. When a sudden increase in data size exceeds the
threshold (10 GB by default), an alarm is reported.

Figure 6-8 Tablespaces

Tablespaces

Any table whose tablespace has grown by
more than 10241 MB in the past day is
O counted. The default limit is 10 GB, but this

limit is configurable.
Tables whose tablespace has grown &

Last diagnosed: Dec 24, 2024 04:01:59 Auto Diagnosis i

--—-End
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DAS Security Best Practices

Security is a shared responsibility between Huawei Cloud and you. Huawei Cloud
is responsible for the security of cloud services to provide a secure cloud. As a
tenant, you should properly use the security capabilities provided by cloud services
to protect data, and securely use the cloud. For details, see Shared
Responsibilities.

Consider the following aspects for your security configurations:

Properly Managing Database Accounts and Passwords to Reduce Data
Leakage Risks

Enabling CTS to Review Cloud Users' Operations
Collecting All Query Logs

Using Fine-Grained Authorization to Control the Usage Scope of DAS
Resources

Isolating Networks for Data Synchronization
Properly Using Authentication Credentials to Prevent Data Leakage

Properly Managing Database Accounts and Passwords to Reduce Data

Leakage Risks
1.

Change the administrator password periodically.

The default database administrator account root has elevated privileges. For
enhanced security, you are advised to periodically change its password by
following Editing a Database User.

Configure password complexity.

As a collector of information, a database system is easy to be the target of
attacks. You need to keep your database account and password secure. In
addition, configure the complexity of your password to avoid using weak
passwords.

Configure a password expiration policy.

Using the same password too long makes it easier for hackers to crack or
guess your password. You are advised to set a password expiration policy to
limit the time for using the same password.
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Enabling CTS to Review Cloud Users' Operations

Cloud Trace Service (CTS) records operations on cloud resources in your
account. You can use the logs generated by CTS to perform security analysis,
track resource changes, audit compliance, and locate faults.

After you enable CTS and create and configure a tracker, CTS can record
management events of DAS. For details, see Enabling CTS.

CTS allows you to query resources from multiple dimensions, which makes it
easier to review operations and locate faults.

Collecting All Query Logs

You can enable Collect All Query Logs to improve security. For details, see
Enabling SQL Insights.

1.

All SQL operations are recorded to quickly locate the source of abnormal
behaviors such as data leakage and mis-deletion.

Attacks such as SQL injection and brute-force attacks can be blocked in real
time.

Unauthorized operations (such as high-risk commands) can be monitored to
reduce internal risks.

Attack paths can be accurately restored to evaluate the extent of their impact.
The probability of malicious operations is reduced.

Using Fine-Grained Authorization to Control the Usage Scope of DAS

Resources

Grant least privileges to IAM users with different roles to prevent data
leakage or misoperations. To better isolate and manage permissions, you are
advised to configure independent IAM administrators and grant them
privileges to manage IAM policies. The IAM administrator can create different
user groups based on your service requirements. User groups correspond to
different data access scenarios. By adding users to user groups and binding
IAM policies to user groups, the IAM administrator can grant different data
access privileges to employees in different departments based on the principle
of least privilege.

You are advised to use fine-grained authorization to control user privileges.
Fine-grained policies are split by API. You can create custom privilege
policies based on privileges required for DAS operations.

Isolating Networks for Data Synchronization

For security purposes, firewalls, ACL rules, and security groups can control
database access on DAS.

Properly Using Authentication Credentials to Prevent Data Leakage

When you use code or API Explorer to call APIs, you need to obtain a token using
an account password or AK/SK. You need to comply with the secure encoding
rules, properly manage authentication credentials, and do not hardcode
authentication information in plaintext.
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Restoring Data by Parsing Binlogs

Application Scenarios

If you have mistakenly executed a DML statement in a database, you can parse
binlogs on DAS to quickly restore data. Events related to the DML statement are
recorded in binlogs in sequence. You can execute the generated event rollback
statements.

Prerequisites
[ ]

Procedure

You have created an RDS for MySQL instance.
You have enabled binlogs.

Step 1 Preset data.

1.

Create test database test in the destination RDS for MySQL instance. For
details, see Creating a Database.

Log in to the RDS for MySQL database through DAS. For details, see Logging
In to a Huawei Cloud DB Instance.

Run the following SQL statement to create the shopping table in the test
database:

CREATE TABLE shopping (

aint NOT NULL AUTO_INCREMENT,

bint,

cint,

PRIMARY KEY (a),

UNIQUE KEY u k (b, ¢)

)

Run the following command to write test data to the shopping table:
insert into shopping(b,c) values(1,1),(2,5),(3,9),(4,6);

Run the following command to set b in the shopping table to 10:
update shopping set b= 70,
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Step 2 Obtain all operation records in a specified period from parsed binlogs.

1. Log in to the console.

2. Click 9 in the upper left corner and select a region and project.

3. Click — in the upper left corner. Choose Databases > Data Admin Service.
4. In the navigation pane, choose Intelligent O&M > Instance List.
Alternatively, on the Overview page, click Go to Intelligent O&M.

5. In the upper right corner of the instance list, filter instances by engine, name,
or IP address. Click Details to go to the Dashboard tab page.

Figure 8-1 Dashboard

Dashboard  Performance  Sessions  SQL  Locksand Transactions  Storage Analysis  binlog  Daily Reporls  EXCep

3
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6. Click binlog.

Figure 8-2 Archived logs
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7. 20250508023514000 in the file name indicates that the file was executed
before 02:35 on May 8, 2025 (UTC time), which is the same as the execution
time of the UPDATE statement.

8. Click Parse Log and wait until the parsing is complete.

9. Click View Details. The SQL records are displayed. You can filter tables,
databases, and operation types to restore data. The shopping table and
UPDATE are used as an example.

Figure 8-3 Viewing log details

st/ Log Dotals  Corrrt Lo iy mysalbin 006 T mysalin 006775 20260500023514000  Sitoe @ Pareed

Issue 01 (2025-09-15) Copyright © Huawei Technologies Co., Ltd. 35


https://console-intl.huaweicloud.com/local=en-us

Data Admin Service
Best Practices 8 Restoring Data by Parsing Binlogs

10. Click View Data to check whether UPDATE statements are displayed.

Figure 8-4 Viewing data

View Data(update)

UPDATE
UPDATE
UPDATE

UPDATE

Total Records: 4 10 v 1

Step 3 Obtain rollback statements based on the parsed binlogs.

1. Obtain all operation records in a specified period. Filter desired results, click
Export, and select an OBS bucket to export the results.

Click View Export List to obtain the latest exported records.

Select the records that match both the file name and the corresponding
number from the search results. Click Download.

4. Obtain rollback statements from the Rollback Sql Of Event column in the
downloaded file.

Figure 8-5 Event rollback statements

A 8 c ) 3 3 i s ' )
tFle & Column NePrimary Ke Affe

5. Access Development Tool or use other tools for establishing database
connections. Execute the rollback statements to roll back the UPDATE
operation.

Figure 8-6 Rollback

--—-End
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Intelligent Database Diagnosis

DAS provides intelligent diagnosis to monitor database performance metrics and
pinpoint SQL queries closely related to metric changes.

Procedure

Step 1 Log in to the console.

Step 2 Click @ in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner. Choose Databases > Data Admin Service.
Step 4 In the navigation pane, choose Intelligent O&M > Instance List.
Alternatively, on the Overview page, click Go to Intelligent O&M.

Step 5 In the upper right corner of the Instance List page, search for instances by engine
type, instance name, or instance IP address.

Step 6 Click the Performance tab.
e Al anomaly detection

DAS detects abnormal performance metrics and marks them in red. You can
focus on the anomalies during issue analysis. Al anomaly detection is enabled
by default. You can toggle on or off Enable Al Anomaly Detection in the
upper right corner.

Figure 9-1 Al anomaly detection
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and analysis.

After clicking

Select a period close to the time when the anomaly occurred for fault locating

, you can drag the cursor in the chart to select a period

close to the time when the anomaly occurred. In the displayed dialog box,
click Analyze. The analysis details page is displayed.

Figure 9-2 Fault locating and analysis
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The analysis details

include analysis results of risks, associated SQL queries,

slow query logs, and top SQL queries. In the Associated SQL Analysis area,
SQL templates closely related to metric changes are displayed.

Figure 9-3 Analysis
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SQL Diagnosis

DAS can diagnose SQL statements executed on databases.

Prerequisites

You have created an RDS for MySQL instance.

Procedure

Step 1 Log in to the console.

Step 2 Click @ in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner. Choose Databases > Data Admin Service.
Step 4 In the navigation pane, choose Intelligent O&M > Instance List.
Alternatively, on the Overview page, click Go to Intelligent O&M.

Step 5 In the upper right corner of the Instance List page, search for instances by engine
type, instance name, or instance IP address.

Step 6 Click the SQL tab and then SQL Diagnosis.
Step 7 Select a node and database. Enter the SQL statement to be diagnosed.

Figure 10-1 SQL diagnosis

jons  SQL  Locks and Transactions  Storage Analysis  Binlog
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Step 8 Click Diagnose. In the displayed dialog box, click OK.
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Figure 10-2 Confirming SQL diagnosis
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Step 9 On the Diagnosis Details page, check the database, diagnosis results, diagnosed

SQL statement, execution plan, and table.

Figure 10-3 SQL diagnosis details
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